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Abstract: The current systematic review aims to summarise and discuss the impact and
implications of the Internet of Things (10T) in the healthcare sector. An electronic search for
articles using Google Scholar, PubMed, and Scopus was conducted from January 1, 2019,
up to July 1, 2024, under Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) guidelines. The review presents cybersecurity threats in loT-based
healthcare infrastructure and applications that enable smart healthcare services to operate.
When collecting and storing medical data from loT sensors, there is an opportunity to analyse
this data, which can improve the identification of risk factors, diagnosis of diseases, treatment,
and remote monitoring, which creates prerequisites for reliable self-monitoring by patients.
Advantages and risks have been evaluated, and recommendations for further research have
been suggested. 10T provides an opportunity to improve the quality and efficiency of the entire
service delivery ecosystem, including hospital management, medical asset management,
staff workflow monitoring, and optimisation of medical resources based on patient flow.
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Introduction

The Internet of Things (10T) is a trend that is driving the continued digitisation and penetration
of information technology in many new and amazing ways. Self-driving cars, autonomous
manufacturing robots, and remote medical devices that allow doctors to diagnose patients and
even perform surgeries are made possible by these networks of connected things. The number
of internet devices is increasing, and it will double by 2030 [4, 23, 31]. The 10T is a network
that connects devices or things that can receive, collect, send, and store different kinds
of data [24].
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Internet of Healthcare Things (IoHT) refers to devices connected to the internet and able to
communicate with each other, used in the medical field. These devices transfer information in
real time through remote/automatic control. As a result, a high degree of satisfaction of patients’
needs is achieved, and the work of medical specialists and healthcare workers is facilitated [30].
Along with the many positives of that technology, there are a lot of security vulnerabilities in
existing loHT implementations, and it is of high importance to discuss them to better understand
the resulting security issues [38].

This review aims to summarise, compare, and evaluate 10T applications in healthcare.
When collecting and storing medical data from loT sensors, there is an opportunity to analyse
this data, which can improve the identification of risk factors, diagnosis of diseases, treatment,
and remote monitoring, which creates prerequisites for reliable self-monitoring by patients.

Cyber risk is of major importance to the wider acceptance of 10T. There are challenges related
to the protection of patient data, tracking, and hacking. Information must be secured to prevent
data breaches and to protect privacy [39]. Much of the communication in the 10T is wireless,
and this creates prerequisites for cyber-attacks, such as sniffing and man-in-the-middle.
Also, most of the devices are low energy and do not have good security systems on
their own [19].

The main purpose of the present work is to outline cybersecurity threats in 10T implementation
in healthcare and to answer the research question: How does the integration of IoT in healthcare
impact patient care and operational efficiency, and what cybersecurity measures are necessary
to mitigate associated risks?

Materials and methods

An electronic search was made on July 1, 2024, using Google Scholar, PubMed, and Scopus.
The current systematic review was conducted under the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) guidelines [26, 29].

The search was for “cybersecurity AND IoT AND healthcare OR IoHT AND cyber-attacks”
and included only articles in English published from January 1, 2019 to July 1, 2024. The
inclusion criteria were: articles that discuss cybersecurity and the 10T in healthcare, or articles
that describe the IoHT and cyber-attacks. The exclusion criteria were: articles before January
1, 2019; not full-text articles and citations; and articles in languages other than English.

A review and assessment of compliance with the eligibility criteria was carried out.
Duplicate entries have been removed. Inclusion and exclusion criteria were applied.

Results and discussion

The initial search found 23 862 relevant studies (Google Scholar — 4 680 results; PubMed —
18 results; Scopus — 975 results). Table 1 shows the search strategy, and Fig. 1 shows the
PRISMA flow diagram.

This study has some potential limitations. The first 100 suggestions from both Google Scholar
and Scopus, and all 18 studies from PubMed, were included for evaluation. 25 duplicate records
were excluded, and 193 records were screened and evaluated for eligibility. Finally, 16 relevant
articles were included in the current study. Also, there is still an insufficient number of studies
describing I0T cybersecurity issues in healthcare. The characteristics of the review articles that
met the eligibility criteria and were included in the current study are presented in Table 2.

168



@ Int.J. BIOAutomarion, 2025, 29(2), 167-178

doi: 10.7546/1ijba.2025.29.2.001045

Table 1. Initial search results

Number of papers
Search strategy Database used identified
Google Scholar 4 680
“Cybersecurity” AND “IoT” AND
“Healthcare” OR “loHT” AND “cyber- | PubMed 18
attacks”
Scopus 975

Records removed before screening:
Duplicate records removed (n=25)
Records marked as ineligible by

A A

automation tools (n = 0)
Records removed for other
reasons (n=0)

Records excluded

(n=157)

Reports not retrieved
(n=0)

Reports excluded:
Reason: Irrelevant to study topic

h

(n=20)

= Records identified from .
2 Databases: 218
g Scopus (n = 100)
E PubMed (n = 18)
= Google Scholar (n= 100)
L]
Y
Records screened
(n=193)
¥
1) .
£ Reports sought for retrieval
8 (n=36)
£
@
y
Reports assessed for eligibility
(n=136)
4
o
E Studies included in review
2 (n=16)
—

Fig. 1 The PRISMA flow diagram

169



@ Int.J. BIOAutomarion, 2025, 29(2), 167-178

doi: 10.7546/1ijba.2025.29.2.001045

Table 2. Characteristics of the review articles meeting the eligibility criteria
and included in the study

Reference

Title

Year

Objective

Conclusion

Mejia-Granda

Security

2024

To analyse common

The study calls for the

challenges and
their solutions

devices in healthcare and
explore how Al can
provide effective

etal. [22] vulnerabilities in security vulnerabilities in|{implementation of stricter
healthcare: an medical devices and security standards, regular
analysis of healthcare software, vulnerability testing, and
medical devices focusing on how these  |enhanced collaboration
and software vulnerabilities can be between manufacturers

exploited. and healthcare providers.

Bughio Developinga |2024 |To develop a specialised |The paper concludes that

etal. [11] novel ontology ontology framework to |the proposed ontology
for enhance cybersecurity  [framework helps
cybersecurity in for Internet of Medical |systematically address
internet of Things (IloMT) -based |cybersecurity concerns in
medical things- remote patient remote patient monitoring,
enabled remote monitoring systems. improving threat
patient identification and
monitoring mitigation.

AboulEla S. [Navigating the [2024 |To conduct a detailed  [The study concludes that

etal. [1] cyber threat analysis of attack effective cyber-attack
landscape: detection techniques in  |detection in 10T requires
an in-depth loT ecosystems, with a  [advanced machine
analysis of focus on their application|learning techniques,
attack detection to healthcare IoT. continuous system
within loT monitoring and suggests
ecosystems further research to refine

detection methods.

Sousa R. [32] |Cyber threats to [2024 |To analyse specific cyber|The case study indicates
healthcare threats against healthcare [that healthcare technology
technology technology services services are frequently
services: a case through a comprehensive [targeted by advanced
study case study approach. cyber threats. It highlights

the critical need for robust
cybersecurity frameworks.

Cartwright  |The elephantin |2023 |To highlight the urgent |Cybersecurity is essential

[12] the room: need for stronger for protecting healthcare
cybersecurity in cybersecurity in systems and patient data.
healthcare healthcare, especially  |The article emphasises the

with the growing use of |need for proactive

I0T devices, which measures like security
increases vulnerability to |protocols, system updates,
cyber-attacks. and staff training.

Mazhar Analysis of 10T (2023 |To analyse the security |The study finds that

etal. [21] security challenges of 10T Al-driven approaches can

significantly enhance loT
security in healthcare by
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using artificial solutions to these detecting threats quickly
intelligence challenges. and effectively.
Bhukya Cybersecurity in {2023 [To review current The paper concludes that
etal. [10] the internet of cybersecurity measures |loMV systems are highly
medical for Internet of Medical |vulnerable to cyber threats
vehicles: state- Vehicles (loMV), due to their mobility and
of-the-art identify existing research |connectivity. It calls for
analysis, gaps, and outline future |enhanced security
research research directions for  |frameworks,
challenges and improving security in interdisciplinary research,
future medical vehicle and regulatory measures
perspectives networks. to mitigate these risks.
Almalawi Managing the |2023 |To examine the The article concludes that
etal. [7] security of challenges associated a multi-layered approach,
healthcare data with managing the including encryption,
for a modern security of healthcare access control, and regular
healthcare data in modern audits, is essential for
system healthcare systems and  |managing healthcare data
propose methods for security effectively.
enhancing protection.
Hurrah CADEN: 2023 [To introduce a new The paper concludes that
etal. [15] cellular security framework the CADEN framework
automata and using cellular automata |provides strong privacy
DNA-based and DNA computing to |and data security measures
secure protect privacy and for 10T healthcare
framework for ensure data security in  |environments. Further
privacy loT-based healthcare development and testing
preserving in systems. are recommended to
loT-based enhance its defence
healthcare against advanced cyber
threats.
Ahouanmenou(Information 2023 [To map existing research |The review finds that
etal. [5] security and on hospital information |while there has been
privacy in security and privacy, considerable research,
hospitals: a identifying gaps and significant gaps remain in
literature suggesting areas for areas like real-time threat
mapping and future study. detection and privacy-
review of preserving data sharing. It
research gaps shows the research gaps.
Javaid Towards 2023 [To provide a thorough  |The review concludes that
etal. [18] insighting review of current although there have been
cybersecurity cybersecurity practices |improvements in
for healthcare and emerging trends in  |healthcare cybersecurity,
domains: a healthcare, highlighting |many vulnerabilities
comprehensive effective strategies and  remain. It emphasises the
review of recent areas needing need for innovative
practices and improvement. solutions and greater
trends collaboration.

171



@ Int.J. BIOAutomarion, 2025, 29(2), 167-178

doi: 10.7546/1ijba.2025.29.2.001045

Khatiwada  |An overview of {2022 |To offer a detailed The study concludes that
and Yang [20] |security and overview of security and |while loMT devices
privacy of data privacy concerns in provide significant
in loMT IoMT devices, focusing |benefits to healthcare,
devices: on key performance they come with major
performance metrics, benefits, security and privacy risks.
metrics, merits, drawbacks, and It suggests balancing
demerits, and challenges. performance with
challenges enhanced measures.
Nayak Extreme 2022 [To design and evaluate |The research finds that the
et al. [25] learning an intelligent framework |proposed framework is
machine and using extreme learning |effective in detecting
Bayesian machines and Bayesian |cyber-attacks in loMT
optimisation- optimisation to detect  |systems, demonstrating
driven cyber-attacks in loMT  |high accuracy and low
intelligent environments. false positive rates.
framework for It recommends further
IoMT cyber- development and testing
attack detection for real-world applications
to improve security.
Rahman An investigation 2022 |To examine common The study identifies
etal. [27] of security vulnerabilities in|security weaknesses in
vulnerabilities in Internet of Health Things|loHT devices that could
the Internet of (IoHT) and their be exploited by attackers
health things potential impact on and recommends
healthcare infrastructure. |enhanced security
measures.
Hussain A framework |2021 |To propose a framework |The study concludes that
etal. [16] for malicious for detecting and the proposed framework
traffic detection mitigating malicious effectively detects
inan loT network traffic malicious traffic,
healthcare specifically targeting 10T [improving the security
environment devices in healthcare posture of healthcare 0T
environments. networks.
Sparrell [33] |Cyber-safety in {2019 [To explore the The study concludes that
healthcare 10T cybersecurity threats and |healthcare 10T systems are
safety concerns related tofhighly vulnerable to cyber
the use of IoT ina threats, stressing the need
healthcare environment |for robust security
protocols and ongoing
monitoring.

The analysed studies collectively highlight both the opportunities and risks associated with 10T
in healthcare, underscoring the critical need for cybersecurity measures to protect sensitive
health data and ensure patient safety. Vulnerabilities such as inadequate encryption,
poor authentication mechanisms, and a lack of secure communication protocols can be
exploited by cybercriminals to gain unauthorized access, steal sensitive patient data, or disrupt
healthcare services, leading to potentially life-threatening situations. The literature emphasises
the increased connectivity of healthcare devices while improving patient outcomes, which also
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opens new avenues for cyber threats [27]. To counter these threats, several studies propose the
use of advanced technologies like artificial intelligence (Al), machine learning (ML),
and Bayesian optimisation [25]. By automating the process of threat detection,
these technologies can significantly enhance the security of 10T healthcare environments,
providing a proactive defence against sophisticated cyber-attacks.

The literature strongly advocates for multi-layered security strategies to protect 0T devices and
healthcare networks. Implementing comprehensive security measures helps to safeguard
against a wide range of cyber threats, from unauthorised access and data breaches to advanced
persistent threats [7]. The development of specialised frameworks and ontologies is identified
as a key strategy for improving cybersecurity in loT-based healthcare systems [11]. There is
also a significant need for improved privacy-preserving techniques to protect patient data while
ensuring that healthcare providers have access to the information they need [20]. There is a lack
of standardised security protocols tailored specifically for healthcare 10T environments,
and research gaps are particularly evident in the areas of developing advanced cryptographic
methods and exploring new Al and ML techniques that can provide security [18].

Future research should aim at developing new Al and ML-based solutions for more effective
threat detection and response [1]. There is also a call for increased collaboration among
healthcare providers, IT professionals, cybersecurity experts, and policymakers to create
a unified approach to cybersecurity and the establishment of standardised protocols and
guidelines, along with regular security training for healthcare staff [18, 27, 32].

Cyber risk is the main reason limiting the mass adoption of 10T, and by learning from
real-world incidents, healthcare organisations can better respond to cyber threats, ensuring the
safety and privacy of their patients [17, 19, 28]. Traditional security measures are not reliable
against sophisticated attacks in a complex loT ecosystem [8, 37]. Additional studies are needed
to create a sociotechnical framework that will support cybersecurity in healthcare systems and
connect technology, people, and processes in an integrated manner and adaptive multifactor
authentication to replace the traditional approaches to authentication [14, 34, 35]. To understand
the risks in this new landscape, it is important to know the architecture of the devices,
operations, and the social dynamics that may govern their interactions [3]. Enhancing the
resilience and security of medical data and connected devices could be realised through the
investigation of potential vulnerabilities and the proposal of a comprehensive framework [36].

Cybersecurity for sustainable implementation in healthcare is becoming important not just
because of the growing number of threats, vulnerabilities, and bad actors, but because
technology is becoming intuitively more sensitive, potentially impacting every area of
a person’s life [6, 28]. To safeguard patient data and guarantee continuity of service,
healthcare institutions have employed specialised cybersecurity staff and deployed cutting-edge
security measures [13]. The future in healthcare belongs to the integration of loT
with telemedicine, wearable health technology, and advanced data analytics. Improving patient
care could be achieved through loT-enabled devices, real-time monitoring, and personalised
treatment plans [2, 9].

Key findings

The deployment of 10T in healthcare has brought new challenges in terms of cybersecurity.
Malicious attacks, such as distributed denial of service attacks, aim to overload network
resources and disrupt the operation of 10T devices. To mitigate these threats,
healthcare providers must adopt a holistic approach to security that includes proper

173



@ Int.J. BIOAutomarion, 2025, 29(2), 167-178 doi: 10.7546/ijba.2025.29.2.001045

risk assessment, implementing security measures, regular network monitoring, and training on
cybersecurity practices, together with proper standards. The increased connectivity and data
exchange inherent to 0T introduce substantial risks and data breaches. To fully address
these challenges, future research should aim to develop standardised and scalable security
protocols specifically tailored to the requirements of healthcare 10T environments.

Conclusion

Cybersecurity is a growing concern in healthcare 10T deployments due to the potential exposure
of sensitive healthcare information and critical infrastructure. There are several challenges to
ensuring the cybersecurity of 10T devices in healthcare, including lax security measures,
outdated software configurations, unencrypted communication protocols, and human error.

The current literature indicates a need for more research and development in healthcare
loT cybersecurity. In particular, there is a need to better understand the unique risks associated
with different types of 10T devices and applications, and to develop specific strategies to
mitigate them. Adopting multi-layered security approaches, leveraging advanced technologies
like Al and ML, and addressing existing research gaps are essential steps toward ensuring the
security and privacy of healthcare data. Ongoing research, collaboration, and awareness are
vital to stay ahead of cyber threats, safeguard patient information, and maintain the integrity of
healthcare services in the 10T era. The application of 10T in healthcare will rely on a transparent
and sustainable system for data management, privacy, and cybersecurity regarding the use of
loT devices.

More research on cybersecurity for sustainable 10T implementation is needed to specify the
level of readiness of all actors in the process of using 10T in healthcare, which ultimately aims
to improve patient-centred care.
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